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Hardware and software requirements Chapter 1.

1. Hardware and software requirements

Hardware requirements
In order to follow this guide you will need:

 1 eWON with VPN capabilities (for example : eWON 2101, eWON 4101, etc.)

 1 PC with access to the Internet

Software requirements
eWON configuration software:
The eWON is configured through its web server. So all you need is a standard Web 
Browser software like Internet Exploreri or Firefoxii.

Additionally we suggest you to download the eBuddy utility on our website : 
http://support.ewon.biz.
This utility allows to list all the eWONs on your network and to change the default IP 
address of an eWON to match your LAN IP address range. With eBuddy you can also 
easily upgrade the firmware of your eWON (if required).

Other programming software:
eCatcher Pro Software.

eWON Firmware Version
To be able to follow this guide your eWON needs a firmware version 5.6s1 or higher.
A simple way to realize the eWON firmware upgrade is to use eBuddy, the eWON 
software companion.
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2. Introduction

Talk2M Pro (stands for Talk to Machines) is an Internet Service designed to face the 
growing needs for broadband and wireless access to perform remote maintenance on 
distant equipments. The key value-added of Talk2M Pro is the full integration of IT 
security standards by allowing an Internet communication tunnel between the user 
and a remote machine without any IT network security changes on either side! This 
major breakthrough allows an easy deployment while hiding the complexity of the IT 
network infrastructure.

On request or permanently, the eWON can establish a VPN connection to one of the 
Talk2M Pro VPN servers using a UDP or TCP https port on one side. On the other 
side, the user establishes a secure VPN connection to the Talk2M Pro server. This 
server acts as a relay to interconnect both VPN tunnels.

Due to multiple VPN servers, eCatcher Pro (the Talk2M Pro Client) connects to the 
Access server in order to know which VPN server it has to connect to and receive 
information about the account, user, credential, etc. 

Communication with the Access server is made via a Web Service implemented in 
XML-RPC protocol (over HTTPS).
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3. How does it work?

Groups, pools and roles
One main difference with the Talk2M free version lies in the fact that Talk2M Pro 
offers the possibility for several users to access many eWONs at the same time. With 
Talk2M Pro it is also possible for example to give a user only access to a certain 
numbers of eWONs and to define if this user can manage the different users or not, 
etc.

In Talk2M Pro the different permission which can be applied are managed using 
Groups, Pools and Roles.

A user belongs to one or several Groups.

An eWON makes part of one or several Pools.
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3. How does it work?

For every Group you can define the different roles which will define the permission 
applied on the users attached to this Group. 

List of the group and device roles 
Currently there exist 7 different roles which can be applied on a User Group or an 
eWON Pool.

Group Role Applied on Permissions
Account 
Modificator

Group Edit the Account information (Company name, custom 
fields names, etc)

User 
Administrator

Group Add/Update/Delete User Groups
Add/Update/Delete Users

User 
Modificator

Group Update User

Pool 
Administrator

Group Add/Update/Delete eWON Pools

Device 
Administrator

Pool Add/Update/Delete eWONs

Device 
Modificator

Pool Update eWONS

Device 
Operator

Pool Connect/disconnect eWONS
Wake-up eWONs

As shown in the above diagram, the Administrators group will for example have the 
Role account modificator and  user administrator.

The rights of the User Group Manager group depend directly on the rights that the 
Administrator gives to a Group Manager: user administrator, user modificator, etc. In 
our example, the user group manager is entitled to manage the Users Group. 

The Users group rights depend directly on the rights that the User group manager 
gives to a Group. In our example the Users group is device administrator, device 
modificator and device operator.
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4. Talk2M Pro Account example

Let's assume that we want to create the following structure for our Talk2M Pro 
account:

This Talk2M Pro account should allow to manage 2 different sites, site A and Site B.

To realize this we will need to create the different groups and pools using eCatcher 
Pro and to apply the necessary roles on each group.

Account Administrator
On the Group “Account Administrator” following roles must be applied to allow the 
management of the groups  “Site A- Administrator” and the “Site B Administrator”.

Group “Account Administrator”:

– Account Modificator on Group “Account Administrator”

– User Administrator on Group “Account Administrator”
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4. Talk2M Pro Account example

– User Administrator on Group “Site A – Administrators”

– User Administrator on Group “Site B – Administrators”

Groups of Site A 
The Groups of site A will  for example have following rights:

Group “Site A – Administrators”:
– User Administrator on Group “Site A – Administrators” 

– User Administrator on Group “Site A – Users”

– Pool Administrator on Group “Site A – Administrators”

– Device Administrator on Pool  “eWON Pool S”

Group “Site A – Users”:
– Device Operator on Pool  “eWON Pool S”

Configured like this, a user which belongs to the group “Site A- Administrators” will be 
able to manage the different users of the Site A and also be able to configure the 
eWON pools and to create the different eWONs.

If the user belongs to group “Site A - Users” then this user could only connect and 
disconnect the eWON which belongs to pool “eWON Pool S”.

If a user makes part of both groups “Site A – Administrator” and “Site A – Users”, then 
this user will be able to manage the different users and eWONs of site A but also be 
able to connect/disconnect  to the eWONs of pool “eWON Pool S”.

Groups of Site B
The Groups of site B will for example have following rights:

Group “Site B – Administrators”:
– User Administrator on Group “Site B – Administrators” 

– User Administrator on Group “Site B – eWON Configurators”

– User Administrator on Group “Site B – Users Group 1”

– User Administrator on Group “Site B – Users Group 2”

Group “Site B – eWON Configurators”:
– Pool Administrator on Group “Site B – eWON Configurators”

– Device Administrator on Pool  “eWON Pool X”

– Device Administrator on Pool  “eWON Pool Y”
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4. Talk2M Pro Account example

– Device Administrator on Pool  “eWON Pool Z”

Group “Site B – Users Group 1”:
– Device Operator on Pool  “eWON Pool X”

– Device Operator on Pool  “eWON Pool Y”

Group “Site B – Users Group 2”:
– Device Operator on Pool  “eWON Pool Y”

– Device Operator on Pool  “eWON Pool Z”

Configured like this, a user which belongs to the group “Site B - Administrators” will be 
able to manage the different users of the Site B.

The user which belongs to the group “Site B – eWON Configurators” will be able to 
manage the different eWON Pools and eWON devices.

The user which belongs to the group “Site B – Users Group 1” will be able to 
connect/disconnect to the eWONs which make part of the pools “eWON Pool X” and 
“eWON Pool Y”.

The user which belongs to the group “Site B – Users Group 2” will be able to 
connect/disconnect to the eWONs which make part of the pools “eWON Pool Y” and 
“eWON Pool Z”.

If a user makes part of groups “Site B – eWON Configurator” and “Site B – Users 
Group 2”, then this user will be able to manage the different eWONs and pools of site 
B but also be able to connect/disconnect  to the eWONs of pool “eWON Pool Y” and 
“eWON Pool Z”. But this user will not be able to connect to the eWON which makes 
only part of the pool “eWON Pool X”.
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5. Talk2M Pro Account at first connection

eCatcher Pro Connection Configuration
To be able to configure your Talk2M Pro account, you will need to install the eCatcher 
Pro software on your PC.

Once the software installed, launch the eCatcher Pro software and go to the settings 
tab.

The following window will open, which will show you the current connection settings 
for the eCatcher Pro software.
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5. Talk2M Pro Account at first connection

To change these settings, click on the Edit button in the menu bar.

Here you can define how eCatcher Pro connects to the Talk2M Pro server.
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5. Talk2M Pro Account at first connection

eCatcher Pro Connection

Once you have finished this configuration you can log on to your Talk2M Pro account.

Enter the Username, Password and the Account name which you received for your 
Talk2M Pro account.

Once you are logged, you will have access to the menu bar (on the left window side ) 
that will allow you to access to the different configuration pages:

Devices Lists the eWONs linked to this Account
Allows to connect or disconnect to an eWON.
Allows to add an new eWON to an existing eWON Pool 

Users Lists the Users/Groups created for this Account
Allows to add new Users or new Groups to the account

eWON Pool Lists the eWON pools created for this Account
Allows to create a new eWON Pool

Account Shows up the information of your Talk2M Pro account.
Settings Connection information
Help Talk2M documentations (register, configure, etc.). (Not yet 

implemented)
Exit Allow you to disconnect you or to close the eCatcher Pro 

program.
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5. Talk2M Pro Account at first connection

Default created Groups and Pools
When you receive your Talk2M Pro account, following groups and pools are created 
by default:

Your user account which belongs to the Group "Administrators".

The "Administrators" Group with following roles:

– Account Modificator

– User Administrator on the group "Administrator"

– Pool Administrator on the Group "Administrator"

– Device Administrator on the eWON pool "Device Pool"

An eWON Pool called "Device Pool".

You can use these groups and pools as it or change them at your convenience.

Just be aware that if for example you delete your user account from the administrator 
group, then you will not be able any more to configure your Talk2M Pro account, etc.
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6. Account configuration Step by Step

We will now explain step by step how to create the left part of the Talk2M Pro account 
structure shown in the above chapter

As described above, we will need to create following groups and roles:

Group “Account Administrator”:

– Account Modificator on Group “Account Administrator”

– User Administrator on Group “Account Administrator”

– User Administrator on Group “Site A – Administrators”

– User Administrator on Group “Site B – Administrators”

Group “Site A – Administrators”:
– User Administrator on Group “Site A – Administrators” 
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6. Account configuration Step by Step

– User Administrator on Group “Site A – Users”

– Pool Administrator on Group “Site A – Administrators”

– Device Administrator on Pool  “eWON Pool S”

Group “Site A – Users”:
– Device Operator on Pool  “eWON Pool S”

Step 1: Create Group "Site A – Administrators"

Go to the "Users" menu and click on the "New Group" button.

Enter the group name.
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6. Account configuration Step by Step

Note: The "This group is managed by" field points automatically to the 
"Administrators" group. This is the only group that currently has the "User 
Administrators" roles.

The group and the pool on which we want to create the roles do not yet exists, so we 
will not add any role to this group for the moment. We will have to add the roles later.

Step 2: Create Group "Site B – Administrators"
Create the second Administrator group on the same way as the one just before
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6. Account configuration Step by Step

Step 3: Rename the group "Administrators" into "Account 
Administrator"

By default the user admin makes part of the group “Administrators”. We will just 
rename now this group to match the Talk2M Pro structure we want to realize.

Under the User menu select the group "Administrators" and click on the Detail button.
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6. Account configuration Step by Step

Once the detail window opened, click on the Edit button.

Rename the Group name.

Ass you can see the roles "User Administrator" on group "Site A – Administrators" and 
on group "Site B- Administrators" have been added automatically.

Remove the "Device administrator" role applied on this group. Because as shown in 
the structure diagram we only want that the group "Site A – Administrators" are able to 
add and manage eWON pools.
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6. Account configuration Step by Step

Step 4: Edit the Group "Site A – Administrators"
We will now apply the roles to the group “Site A – Administrators”

Go to the users menu, select the group “Site A – Administrators” and click on the 
Detail button.

Then click on the Edit button to modify the group.

At the moment only 2 roles can be added : 

- User Administrator on  Group “Site A – Administrators”
- Pool Administrator on Group “Site A – Administrators”

The other 2 roles can not be added now, because the group and the pool does not yet 
exists: - User Administrator on Group “Site A – Users”

- Device Administrator on pool  “eWON Pool S”
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6. Account configuration Step by Step

Step 5: Create the pool called "eWON Pool S"
The currently logged user (admin) does not have the right to add eWON Pools. 
Remember that we just removed the role "Pool Administrator" out of the group 
"Account Administrator".

To be able to create all the talk2M account structure of our example, we will add the 
admin user to the group "Site A- Administrator" because this group does have the 
necessary role.

Under the "User" menu select the "admin" account and click on the Detail button.

Once the detail page opened, click on the edit button to realize the modification.
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6. Account configuration Step by Step

Add this user to the "Site A – Administrators" group and click on the Save button to 
apply the changes.

Now lets create the pool.

In the Pool menu click on the "New Pool" button.

Enter the Pool Name and description.

The "This Pool is managed by" field is automatically set to "Site A – Administrators" as 
this is currently the only group which has the "Device Administrators" role.
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6. Account configuration Step by Step

Step 6: Create group "Site A - Users"
Under the "User" menu click on  the "New group" button.

Enter the Group name and description.

For the "This group is managed by" field select the Group "Site A – Administrators"

Let the role applied on group empty, because this group does not need to manage 
other groups.
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6. Account configuration Step by Step

For the role applied on pool, choose "Device operator" on pool "eWON Pool S".
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6. Account configuration Step by Step

Step 7: Create a user in the group "Site A – Administrators"

Under the "User" menu click on  the "New User" button.

Enter the User Name, email address and the password.

To be valid the password must fulfill a certain syntax. Click on the red square in front 
of the Password fields to display the applicable rule.

If the password respects the minimum syntax requirements but is considered too 
weak, a warning icon will be displayed. However, you can keep the password as it is.
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6. Account configuration Step by Step

Click on Next

The customer fields allows to add supplementary information on each user. These 
fields can also be used in the filter feature which is available for the user list display in 
eCatcher Pro. 

The customer field titles can be modified for each eCatcher pro account.

Click on next
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6. Account configuration Step by Step

In the “User belongs to Group” box enter the group “Site A – Administrators” and click 
on the Finish button.

The user now exists and belongs to the group “Site A – Administrators”.
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6. Account configuration Step by Step

Step 8: Modify the custom fields names
In Talk2M Pro, for every user and every device, 3 additional fields can be configured. 
This allows to add supplementary information to the devices and users but also to 
filter out the devices or users by applying filters.

By default these additional fields are called Custom fields 1, 2 and 3.

But you can change the name of these fields to fit your needs.

Open the account info page using the “Account” menu and click on the Edit button.
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6. Account configuration Step by Step

Note: the Account Name is not editable!

Rename the User custom fields into Department and Country for example.

Rename the device custom filed into Country and Production Type for example.

Click on the Save button to apply the changes.

When you now display the user list for example, you will see the renamed customer 
fields.
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6. Account configuration Step by Step

Step 9: Login using a user of the "Site A -Administrators" 
group

Use the Exit menu to Log out. Then log on using the other account (JCN in our 
example).
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6. Account configuration Step by Step

Step 10: Create a user in the group "Site A - Users"

Under the "User" menu click on  the "New User" button.

Enter the User Name, email address and the password.

Click on Next
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6. Account configuration Step by Step

Enter the customer fields and click on next.

In the “User belongs to Group” box enter the group “Site A – Users” and click on the 
Finish button.

The user now exists and belongs to the group “Site A – Users”.
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6. Account configuration Step by Step

Step 11: Add eWONs into the pool "eWON Pool S"

Under the "Devices" menu click on  the "New eWON" button.

Enter the eWON name, the description and indicate the type of the eWON connection.

Click on next.
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6. Account configuration Step by Step

Enter the information of the remote network. So enter here the IP address and mask 
of the eWON LAN side. This information is needed to allow TalK2M to route the traffic 
for the remote network through the VPN connection.

Click on Next

Enter the custom fields and click on next.

eCatcher Talk2M Pro - Account Configuration Example (How To) Page 33/38



6. Account configuration Step by Step

In the "eWON belongs to Pool" box  add the pool "eWON Pool S". 

Click on the finish button.

Proceed the same way to create other eWONs.
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6. Account configuration Step by Step

Step 12: Get the activation Key for each eWON
To connect your eWONs to the Talk2M Pro server you will need to configure the 
Talk2M connection settings on each eWON.

You can use the embedded Talk2M wizard of the eWON for the Talk2M configuration.
In this wizard you will need to enter the activation Key or the eWON name to be able 
to get back the VPN configuration files from the Talk2M Server.

To get the Activation Key for every eWON proceed as following:

Select the eWON and click on the Detail button.
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6. Account configuration Step by Step

On the detail page click on the eWON Setup button and the following window will be 
displayed:

You can now copy the Activation Key by using the copy link just behind the Activation 
Key field.

You will have to enter this Activation Key when you configure your eWON for the 
Talk2M connection.
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6. Account configuration Step by Step

Step 13: Login using a user of the "Site A - Users" group
Use the Exit menu to Log out. Then log on using the other account (JPV in our 
example).

Go to the "Devices" menu to display the eWON list which can be accessed by this 
user.

Use the connect and disconnect buttons to establish the VPN connection to the 
selected device.

Note: The logged user does only have restricted rights. This user can only connect or 
disconnect to an eWON. 
This user can for example not add an eWON or add a user. Therefore the user can 
access the wizard for the user or eWON creation, but at the end of the wizard a 
message will be displayed explaining that this operation can not be executed due to 
insufficient access rights.
The following message will then be displayed:
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Revisions
Revision Level Date Description

1.0 2009-05-04 First Release.

i Microsoft, Internet Explorer, Windows and Windows XP are either registered trademarks or trademarks of 
Microsoft Corporation 

ii Firefox is a trademark of the Mozilla Foundation

Document build number:  139

Note concerning the warranty and the rights of ownership:

The information contained in this document is subject to modification without notice. 
The vendor and the authors of this manual are not liable for the errors it may contain, nor for their 
eventual consequences.

No liability or warranty, explicit or implicit, is made concerning quality, the accuracy 
and the  correctness of the information contained in this document. In no case the manufacturer's 
responsibility could be called for direct, indirect, accidental or other damage occurring from any 
defect of the product or errors coming from this document.

The product names are mentioned in this manual for information purposes only. The 
trade marks and the product names or marks contained in this document are the property of their 
respective owners.

This document contains materials protected by the International Copyright Laws. All 
reproduction rights are reserved. No part of this handbook can be reproduced, transmitted or copied 
in any way without written consent from the manufacturer and/or the authors of this handbook

eWON sa, Member of ACT'L Group. Subject to change without notice.
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